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Law Enforcement Intelligence: A Call for New 
Strategies and Tactics in Countering Criminal 
Insurgency 


SEAN M. EVANS 


This paper underscores the theory that efficacious law enforcement 
intelligence addresses current problems of criminal insurgency including 
acts of terrorism, asymmetric warfare and low intensity conflict, and 
suggests possible solutions. By introducing the notion of crime as 
insurgency, a new paradigm may be developed that could assist 
practitioners and academics alike in analyzing, solving and managing 
crime. By shifting the perspective for both military and civilian forces from 
their traditionally reactive stance, to a proactive posture, and merging 
national security with homeland defense on the most perplexing issues and 
threats facing US security, this work may provide a base upon which new 
and actionable policies can be designed. Public administrators must take 
seriously the lessons from past failures. The single most important 
supposition being, sound policy is reliant upon good intelligence. 


INTRODUCTION 


Every insurgency, seemingly innocuous or not, begins with a cause. The origins 
may be either foreign or domestic, their motives financial or ideological. Today’s 
threats and this nation’s respective responses fall within the parameters of 
asymmetric warfare, low intensity conflict, operations other than war, secret wars, 
and counterinsurgency, among others. It may seem unconventional to tackle this 
subject without first setting it in a historical perspective, but it is the contemporary 
scene with its attendant terrorism and concomitant urgency that we must be 
concerned with — the primary reason being that the basic weapon of modern 
warfare, particularly in the cities, is terrorism, supported by a special organization. ' 

Regardless of what it is termed, two important elements appear to be common 
when examining this, relatively new, phenomenon. First, the importance of the 
cause, which is absolutely essential at the outset, decreases progressively as the 
insurgency acquires strength. Eventually, war becomes the principal issue, forcing 
the remaining stakeholders to take sides. Second, providing adequate intelligence 
support is increasingly important in modern warfare. The single most important 
point — if there may in fact justifiably be one — is of all the strategic techniques in 
combating terrorism, intelligence is undoubtedly the one above all others with which 
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leaders must remain current. Therefore, while considering the lessons of the past, the 
focus should be on contemporary doctrine, practice and prediction of future 
developments.” 


IDENTIFYING KEY ELEMENTS OF ADEQUATE INTELLIGENCE SUPPORT 
FOR COUNTERSURGENCY OPERATIONS 


Adequate intelligence support is outstanding intelligence. It meets all of the needs of 
the consumer, and is — or at least should be — the set standard. Under exceptional 
circumstances a performance, product or service may be “all that is available’, but 
would not be adequate. All other levels are unacceptable. 

Insurgency, and in particular criminal insurgency, including narcotics 
trafficking, illegal immigration and civil disturbances, does not easily lend itself 
to precise definition. Therefore, determining the adequacy of intelligence in support 
of policy for counterinsurgency operations is equally problematic. Parenthetically 
speaking, practitioners and academicians differ in their understanding of the term. 
The former tend to begin by looking at the letter of the law and justify their actions 
by citing specific statutes for jurisdiction and recourse. Insurgency, from their 
perspective, is an individual’s or group’s act, or attempt to act, against an articulated 
legal statute. Academicians, on the other hand, are more concerned with examining 
the incident in its political or social context. It is the phenomenon, not the law that 
determines whether the action is unlawful or even threatening. Insurgency, from this 
perspective, is the action or beliefs of a segment of the populace, which deviates 
from the accepted norms in order to serve private ends. However, in some 
insurgencies both the legal and normative boundaries are violated, while others 
achieve a high degree of development by legal and peaceful means within a 
democracy.* 

Counterinsurgency refers to the special operations utilized to stop and/or reverse 
the incremental challenges for power of an opponent by acquiring, and then 
maintaining, relative superiority. The sub-elements of special operations are: 
simplicity, security, repetition, surprise, speed and purpose.* The sub-elements of 
relative superiority are: planning, preparation and execution.° 

Consequently, the key elements of ‘adequate intelligence support’ for 
‘counterinsurgency operations’ appear to be quality, practicality and leadership. 
Quality requires prioritizing within each segment of the intelligence cycle: planning 
and direction, collection, processing and exploitation, analysis and production, and 
dissemination.Thus, judgement is vital in the decision-making process; whereby, 
uses the original concept of a problem to unearth the answer to the broadly 
understood issue. The intelligence product needs to integrate meaningful 
information, adding value from diverse sources, including knowledge of people, 
technology, culture and current political/military strategies. Rather than using tried 
and true solutions, simplistic maximizations or well-honed and comfortable decision 
rules, intelligence professionals need to employ creative and adaptive methods of 
collection and analysis suited to the unique features of the problem.° 
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Realizing there may be no 100 per cent guaranteed right answer, or in most cases, 
even an answer that will endure, the intelligence community must seek to integrate a 
variety of scenarios (game theory) with their particular goals and strategies. 
Therefore, outstanding intelligence will be highly creative in identifying significant 
patterns from diffuse, tangled data and information. As has been recently 
determined, the benefit of intelligence lies in problem finding as opposed to problem 
solving, whereby problem finding depends upon uncovering trends, patterns and 
interrelationships when they are not readily apparent and/or intentionally hidden 
from others.’ 

Accordingly, the sub-elements of ‘quality’ are: 


¢ Timeliness. The intelligence product must reach the consumer at the time of its 
greatest inherent usefulness. Within every level of consumption — strategic, 
operational and tactical — there lies a unique and temporary combination of 
circumstances. A decision and subsequent action that is delayed is often rendered 
ineffective because the circumstances have changed. 

« Accuracy. The merit of intelligence is dependent on the same principles as 
anyother academic, scientific or professional endeavor, i.e. reliability and 
validity. The conclusion, in terms of precision or probability for recommended 
policy, must have a high propensity for replication with the same results if 
reexamined. The primary criterion in evaluating either a document or oral 
testimony is the degree of reliability of the source from which the information 
was obtained. Additionally, the information must address the actual subject at 
hand — validity. In other words, are we examining that which we intended to 
examine, as opposed to irrelevant phenomena? The intelligence industry utilizes 
the Modified Admiralty System to grade information in response to these 
issues.® 

* Relevance. The desirability of intelligence products today emanates from a 
wealth of fluid complexities and the analyst’s ability to discern fact from 
assumption and then give it meaning. Within the context of low intensity 
conflict — transnational in scope, insurgent in nature and asymmetrical in form 
— many quantitative and qualitative evaluations of certain aspects of the 
enemy’s behavior, which appear to be numerically precise, are in fact number 
games that add up to precisely nothing. No statistical index or quantitative 
variable can properly be attached to some essential attributes of the enemy, 
e.g. surprise, deception and mobility. Therefore, new means of measuring 
the relevance of the evidence must be explored.’ 


Information that is evaluated and presented under provision of a ‘practical’ 
application is the second key element and refers essentially to operational and 
tactical considerations. Again, it is a balancing act — that is, balancing the need for 
some intimate detail along with a view of the needs of the policymaking consumer. 
The objectives for practical application in law enforcement’s counterinsurgency 
operations include: 
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¢ Re-establishing the support and allegiance of the citizens. 

+ Separating the target element from the general population, as much as possible, 
both physically and psychologically. 

¢ Developing the necessary intelligence to establish a policy whereby future 
insurgency will not threaten the newly established civility. 


The third element is ‘leadership’. The critical leadership role in producing 
intelligence, as in any organization, is to facilitate the coordination, work 
completion and systems requirements for the operation. These leaders serve to make 
work systems effective (i.e. doing the right thing), efficient (i.e. doing things right) 
and responsive (i.e. addressing the needs of the consumer, collector and analyst). 
It is a consequential, strategy-making process that originates from below, with 
career officers and professional analysts who are at the middle of their respective 
organizations. 

This obviously requires causal leadership capabilities: to acquire resources, to 
change the routines of others and to gain top management acquiescence. At times, 
well-designed and executed strategic thrusts can contradict existing top management 
strategies or result in their modification. They have the advantage of being based on 
the practitioner’s intimate familiarity with the realities, and limitations, of the 
‘INTs’, Humint, Comint, etc. However, they are risky to careers and it requires 
exceptional leadership to initiate and promote change.’° 

These elements when incorporated within strategic policy, and combined with 
the selection of the right personnel, who receive the necessary training and 
equipment, will lead to an adequate intelligence support system. 


A NEW PERSPECTIVE 


It is time to rethink the notion that ‘national security’ is the policy we subscribe to in 
foreign relations and ‘homeland security’ as the programs we practice domestically. 
The fine line of distinction has been dissolved. In reality, there exists a history of 
“‘internationalization of law enforcement’: “There has always been a criminal justice 
dimension to U.S. foreign policy and an international dimension to American 
criminal justice’." 

While the proposition of crime as insurgency sounds like a military concept, in 
essence, the correlations are quite similar.’ Unfortunately, law enforcement’s 
largely anti-intellectual culture has been reticent to learn and benefit from 
the lessons of military doctrine. ‘[T]he separation between the police and 
military communities has been so complete and institutionalized that it has become 
difficult to imagine that the science of one may be supportive to the problems of the 
other.’ ' 

Without a doubt, the US has the resources and the wherewithal, including people 
from varied lands, technical and scientific knowledge, along with the individual 
initiative, skill and ingenuity of a free people to develop an adequate intelligence 
system for supporting counterinsurgency operations. However, there are a number 
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of obstacles — mostly self-imposed restrictions, and bureaucratization — that must 
be overcome before that level may be realized." 

Based on the law enforcement failures before 9/11, deficiencies and questions 
that call for reform mainly stem from bungled covert action and the compatibility of 
secrecy with the principles of democracy. Policymakers were only tangentially 
concerned with improvement of the intelligence product. Now, if no other lesson is 
derived from the 9/11 report, then every reader should at least exit with the idea that 
those who execute the objectives should have direct influence on policy. Externally 
imposed operations are often clumsy and inappropriate to the mission as well as 
destructive to the strategic initiative. 

Two precepts serve as the cornerstones for defining the scope of insurgency that 
challenges today’s law enforcement intelligence efforts. First, the spectrum of 
crime affecting law enforcement has greatly broadened since the catastrophic 
events of September 11, 2001. We now realize that at one end the capacity for 
criminals to meld both their activities and themselves into legitimate sectors of the 
population has been enormously expanded by increased mobility, technology and 
financial means. At the other, the enemy’s deviousness, ability and reach has given 
new meaning and significance to the term ‘low intensity conflict’, especially 
concerning law enforcement’s role in the struggle against terrorism, including, 
but not limited to, the proliferation of weapons of mass destruction (WMD), 
narco-trafficking and ethno-religious extremism. Each represents a serious threat 
to US national security. The extension has heightened both the transnational 
aspect and the importance, in terms of the threat they pose to modern law 
enforcement.’ 

Second, the lethality of the criminal population living within our borders has 
changed, as have their motives for being here. Assimilation and a genuine desire to 
be ‘American’ have given way to subversive and ethno-religious self-aggrandize- 
ment. A large subculture has developed whose mission is to foster their own 
interests, subvert the basic principles of the nation and accomplish their aims 
utilizing the very freedom and rights extended to each individual by the system they 
seek to destroy.'® 


A NEW STRATEGY FOR FIGHTING CRIME 


Law enforcement intelligence requirements, as outlined above, must successfully 
incorporate the interrelationships of tasks, functions and controls beginning with 
communication with consumers during the planning and direction phase of the 
intelligence cycle. Western, and particularly US, culture encourages personal 
initiative, the challenging of conventional wisdom, and the development of creative 
solutions to the inevitable conflicts and contradictions that occur within the 
competitively pressured environment of both the civilian law enforcement and 
military intelligence communities. 

As a result, it is incumbent on leadership steeped in personal courage to deliver 
intelligence products that address the internal — operational, and tactical — needs, 
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with policymaking consumer’s strategic needs and resolve the continuing dilemmas, 
inconsistencies and subversions attributable to influences including, but not limited 
to, the media, special interest groups and the changing times. 

Combining intelligence within a special operations format for Law Enforcement 
as Counterinsurgency (LEC) is appropriate as a strategy for combating serious 
crime that falls within the parameters of low intensity conflict, because of several 
factors. 

First, criminal insurgency is transnational in scope; crime knows no borders. 
What was traditionally our greatest defense, has now become our greatest obstacle. 
For two centuries oceans effectively protected the US. Today, our 95,000 miles of 
coastline offer open access to the homeland. The anarchy of the modern world is 
epitomized by the chaos of the oceanic realm.'” 

Second, criminal insurgency is organized. It is conducted methodically and 
systematically in order to attain specific intermediate objectives leading to a new 
order of power. It pervades every segment of the criminal hierarchy. Parallel to 
larger criminal syndicates, this type of hierarchy is recognized among many 
burglary rings. To be sure, this is the very essence of the need for criminal 
intelligence. The insidiousness of criminal insurgency is that it is so very 
difficult to predict. Like a sociological cancer, its ultimate aim is to weaken the 
will to resist within the native population where it exists. Its beginnings are so 
vague, that to determine exactly when insurgency starts is a difficult legal, 
political and historical problem. Nevertheless, study it we must, for our future 
depends on it. 

Third, it is necessary to stress the importance of understanding the distinct 
changes in the threat to US security, and debunk the myths created and circulated by 
the ignorant and uninformed. Historically, we have viewed the threat to our national 
security as being associated with a government, linear in development, in 
accordance with well-understood rules of engagement, and an enemy whose tactics, 
weapons and assets were relatively easy to detect and recognize.'* 

“The emerging threat, by contrast, is non-governmental, non-conventional, 
dynamic or random, non-linear, with no constraints or predictable doctrine, almost 
impossible to detect in advance, and supported by an unlimited 5th column of 
criminals and drug addicts.’!° 

Additionally, there exist several subversive domestic insurgencies disguised as 
special interests groups demanding deserved ‘protection’ by legal mandate. This 
type of protection strikes at the very heart of morality and legality. By definition, 
(domestic) insurgent acts are broadly used for self-interest often resulting in reverse 
discrimination, inequitable distribution of property and a sundry of other self- 
serving interest. Therefore, many self-interest groups are subversive by nature and 
tout the rule of law. The Constitution provides for equitable and impartial treatment. 
Nowhere does it forecast a need for special protections of specific groups looking for 
social advancement and financial gain.”° 

The good news is that there are a growing number of informed individuals 
willing to step forward and profess their understanding of the reality of our leniency 
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towards sensitive issues that affect our national security for the sake of political 
expediency. 


The combined effect of transnational threats such as drug, military hardware, 
and human trafficking, piracy and acts of terrorism, both conventional and 
cyber, along with their critical enablers, corruption and money laundering, 
cannot be overlooked for their seriously damaging long-term ramifications for 
global political and economic stability and ultimately US security.*! 


Various theories have been developed to combat the most pressing crime-related 
issues. Many books have been written recently, from the hard liner’s suggestion for 
suspending certain civil liberties to the soft-on-crime supporters professing that the 
criminals are themselves victims of society. Possibly the most pedestrian are about 
Community Oriented Policing (COP), and there really is little to be gleaned from the 
tomes that are simply modern rhetoric on an old subject. COP is a to-the-left-of- 
center approach to LEC. However, counterinsurgency requires a more aggressive, 
disciplined and critically evaluated approach. A ‘special operations’ mentality 
ensconced within the ‘Small Wars’ concept, may still be the most applicable, 
realistic and time-tested solution to the problem.” 

Insurgencies emerge from perceived injustices. There are essentially two basic 
forms of grievance from which a cause and subsequent conflict emerge. The first is a 
war of liberation waged by groups of the civilian population against a foreign 
invader, viz. Iraq and Vietnam. The other is an armed struggle of an outraged 
segment of the people against the injustices of the current regime, for example the 
civil right riots of the 1960s. Either way, the point is this: peaceful civilians and 
groups of otherwise hard-working people do not take up arms lightly against 
superior forces of the government, unless they have been driven to it by unendurable 
hardships, vexatious discrimination and/or violence. 

Before armed resistance succeeds in gaining momentum against a perceived, 
corrupt or insensitive government, peaceful life is disrupted, the local economy is 
stifled, neighborhoods and/or communities are disorganized and life in general is 
negatively affected. It is because of injustices and sufferings that the most desperate 
people take whatever weapons they can obtain and strike against the local police, 
who are the symbol of their oppression. At this point, the general population begins 
to regard the criminal insurgents not only as a fighting unit, but also as a political 
entity. Then, the local citizenry supports them with food, clothing, shelter and above 
all else accurate intelligence. This is in accordance with the Maoist doctrine of the 
‘fish thru water’ precept.”* 


GETTING THE JOB DONE 


By admitting that things are not ‘all right’, but that there are only problems waiting 
for solution, we can move onto what may be reasonable and realistic remedies to the 
crisis at hand. The three main objectives for a counterinsurgency campaign in law 
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enforcement where a serious or increasing degree of criminal threat is perceived are 
as follows. 

The government must begin by eliminating perceived injustices. Then, and 
even more so today, the inequalities of cultures must be studied, and understood 
within the context of the indigenous perspective, that is, avoid mirror-imaging. It is 
vital that Western democratic policymakers have adequate intelligence so as not to 
underestimate security challenges. The disparity between Western material and 
technological advantages with those of opposing cultures defines the crises. 

A cooperative extension of political scientists, practitioners and diplomats 
should address and provide solutions to such issues as the porousness of borders, the 
fragility of today’s global technological infrastructure and militant ethno- 
religiousness. Presumptively oppressed, unassimilated minorities become breeding 
grounds for an uneducated, impoverished and unemployed but potent enemy. 

Policymaking should also consider the emerging domestic threat generated and 
propelled by the multicultural mentality that hinders logical decisions. A ‘group- 
think’ mentality espouses inexplicable virtue on non-Western societies which 
proudly profess a real threat. It is the essence for fostering unconventional warfare, 
terrorism and globally organized crime. 

Almost simultaneously, the government must obtain support of the local 
citizenry, separating the criminal threat from the general population, as much as 
possible, both physically and psychologically.” Strategic policy should consider 
when implementing a counterinsurgency campaign that personnel must develop a 
sincere empathy for the public they serve. When forces are scattered among, and 
living with, the population, they need not be told any longer that they have to win 
their support. Being more vulnerable, they realize instinctively that their own safety 
depends on good relations with the local people. Civil, respectful behavior will come 
about naturally on their part. The problem now is rather how to impress personnel 
with the necessity of remaining inwardly on guard while being outwardly friendly! 

Finally, the government must develop the necessary intelligence to establish a 
policy whereby future criminality will not threaten the newly established civility. 
There are plausible reasons to believe that the majority of citizens support or are at 
least sympathetic to the counterinsurgent forces. However, the residents in a high 
crime/combat area usually avoid contact with them. The barrier between the lawful 
citizen and the counterinsurgent must be broken. Fostering a sense of self- 
preservation should dissolve the separation between the counterinsurgent and law 
abiding citizen. Too often residents fear reprisals from the criminal element and with 
good reason doubt there is adequate defense from counterinsurgent forces. Only 
when the tables are turned, when the counterinsurgents hold the upper hand on 
controlling violence, and only after the local residents have been adequately enabled 
to control their own safety will there be open communication between the 
counterinsurgents and citizens. 

Ergo, whatever the counterinsurgents want the population to do will have to be 
imposed. Yet, the average citizen must not be treated as the enemy. By giving 
orders, the counterinsurgents provide the alibi that the residents need for divorcing 
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themselves from the criminal element. Caution must be adhered to so that orders are 
not given that cannot be enforced. A good starting point would be to initiate tasks 
directly benefiting the residents — the sociological ‘Broken Windows’ theory — such 
as cleaning the streets, repairing buildings, etc. The counterinsurgents should lead 
the residents gradually, if only in a passive way, to participate in the fight against 
insurgency by providing anonymous information, identifying perpetrators and 
finally engaging in open communication. 


CURRENT DOCTRINE AND STRUCTURE OF INTELLIGENCE SUPPORT 
FOR LAW ENFORCEMENT 


Intelligence support for law enforcement has the unenviable task of providing a 
comprehensive product — strategic, operational and tactical — to a consumer 
hindered by bureaucratic, cultural and technical considerations, along with limited 
resources and public support. To infer that their role is ‘public safety’ and 
“peacekeeper’ in an environment where often there is no peace to keep is absurd. It is 
no wonder that the effectiveness of the system is analogous to putting a band-aid on 
a gunshot wound. 

The failure of intelligence support for law enforcement stems from the 
contradiction in objectives from which the structure is designed. First, the objectives 
are centered on a ‘zero-casualty’ mission of addressing not just a counterinsurgency 
and/or peacekeeping goal, but political, social and economic agendas also. While 
normally raising the bar for achievement encourages participants to reach new 
levels, the truth is that exceptional requirements in this case make the teams clumsy, 
slow and ineffective. The stated goal of providing security and order for the requisite 
period so that community-building may occur, is subservient to each participating 
stakeholder’s strategic requirements. The real issue becomes who can avoid 
embarrassing themselves, and others, with secondary regard for the actual task.” 

The American public is ambivalent to all this. For a large portion of America, the 
only significant issues are economic, and the law enforcement and intelligence 
system, especially use of the police, is suspect. The condition is exacerbated by their 
impression that elitists and big money drive government. Additionally, the media 
seems to revel in trivializing, after initially sensationalizing, national security events 
and turning law enforcement operations into dinnertime entertainment. In our 
medicated, media-driven society of celebrity and hero-worshiping, hyper- 
everything, it is hard to make any serious points. 

The failures of law enforcement operations are also due to unrealistic 
expectations. Victory is never achieved until one side wins and the other loses. 
Realizing success in the war on terrorism, drugs or illegal immigration is notional at 
best. More realistically, the notion is that there is constant change, although seldom 
absolute, and more frequently, radical change occurs in international affairs directly 
affecting both domestic and global economic and scientific/technological 
conditions. To an emotionally charged assailant, a dog with no bite is hardly a 
deterrent to aggressive behavior, even when the bark provides warning to the 
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homeowner armed with a shotgun. Again, an ambivalent attitude emerges and is 
manifested in what the world sees as America’s ‘multiple personality’. 

The intelligence support community architecture is primarily comprised of 
Sigint, Imint and Humint. Our technologically advanced society is respected or 
tolerated by others, in order to share the wealth of sophisticated information we 
collect. However, we as a nation are poor in Humint. The problem is not from a 
foreign policy of isolationism. The problem is indifference. Americans simply do 
not pay much attention to world events, and develop the skills to deal with them, 
because they have not been required to. . .yet. 

What needs to be done now is clear; a comprehensive program must be 
developed among civilized participating nations that employs the latest technology, 
with an ample inventory of compatible components, and also includes but is not 
limited to linguists, analysts and specialists with in-country experience. Possibly, if 
the program were well-supported in terms of workforce, training and funding, there 
would be successful LEC operations. Interpol has already developed the 
internationalization of a criminal law enforcement framework for intelligence 
sharing. However, the issues of dissemination (classification) and circular reporting 
due to the merging of strategic and tactical requirements may be problematic. 
NATO has succeeded in combining those problematic areas on a military level.” 

While the axiom ‘all politics is local’ may be true, such is not the case in law 
enforcement. Unfortunately, the nexus between LEC and COP exists only in the 
notion that diplomacy and tactical operations should be conducted simultaneously. 
The popular strategy utilized by many contemporary urban law enforcement 
agencies — COP — may be sound in theory but hopelessly unworkable in practice. 
The quasi-military organizations found in most current law enforcement agencies 
have neither the training nor experience sufficient to succeed in such a strategic 
endeavor. Its implementation has been tried by unpopular, unrepresentative officers 
with neither sympathy nor empathy for the indigenous population, and without a 
sincere corporate culture to encourage strong ties or understanding to the mission at 
hand. The Neighborhood Watch Program in particular cannot be imposed in a weak, 
almost war-torn environment where the residents have neither the ability nor desire 
to be empowered against often heavily-armed thugs. Typically, if law enforcement 
tried to ‘take back the streets’ via a pragmatic strategy of counterinsurgency — and 
let’s make no mistake about it, that’s exactly what COP isn’t, but should be, doing — 
it would be facing the almost insuperable task of attempting to organize and compel, 
after winning the ‘hearts and minds’ of residents wholly different in culture, 
language and outlook from the police.** 

When one considers the difficulties the police have historically had in dealing 
with people who have willingly assimilated themselves into contemporary society, 
whom they amply represent within the force, and who have common cultural and 
language ties, the presumption by contemporary administrations that poorly trained, 
minimally educated and often bigoted officers could create a civil, self-sustaining 
and safe society in primitive and densely populated neighborhoods in the middle of 
war-like conditions is absurd! There is no way, given the current level of staffing and 
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training, that law enforcement will get beneath the surface of ghetto life despite all 
the resources and rhetoric focused on the task at hand. 

Law enforcement executives and politicians would be wise to ascertain whether 
what they offer is really wanted by the citizens of their community. Policies for 
services conceived in the abstract by both administrators and academics may sound 
promising on paper but do not always correspond to the real needs of the people. 
Strategic management practices often employed in law enforcement further 
complicate the matter. The industry today engages a reactive, heavy-handed ‘us 
against them’ mindset that does not fit the problem anymore. Possibly, if 
administrators understood the differences between information and intelligence, and 
then recognized and appreciated the need for intelligence, progress could be made. 
Currently, there is too great a reliance on the statistical, demographic and ‘raw data’ 
associated with information. Only after careful analysis by trained experts do the 
numbers receive meaning, which is the essence of intelligence. 


CHANGES IN PERSPECTIVE 


Changes in the intelligence system for low intensity operations should be viewed in 
response to the caveats of where and/or who constitutes the crises defining LEC; 
why is intelligence so important; what is the nature of intelligence work; and how 
does intelligence in low intensity operations integrate with the new world order or 
disorder? 

First, where and/or who constitute the crises? Today life is full of crises — 
governmental crises, financial crises, personal crises — that are competing for 
attention. Catastrophic crises, such as floods, earthquakes and disease compete for 
resources side-by-side with military and non-state insurgencies. Terrorism and 
globally organized criminal syndicates command the attention of both foreign and 
domestic intelligence organizations — civilian and military — for redress on the 
issues of security and order. The parameters however, of all the crises listed above 
meet the conditions and definitions of low intensity conflict. 

Many politicians, academicians and media representatives erroneously contend 
that crises are the result of cataclysmic events and evolutionary forces that are 
neither predictable nor avoidable. Additionally, the nuclear preoccupation of the 
past is a poor guide to the pressing security concerns of today. Time-consuming 
multilateral diplomacy including peacekeeping and stability operations and 
protracted low intensity conflict, for example, the global war on terrorism, Haitian 
insurrection, and so on, not the dynamics of a rapidly developing confrontation 
between major powers, are this nation’s most pressing threats. It is in this arena that 
the demands for adequate intelligence will be made. 

Intelligence should be actionable, and is frequently in response to calls for an 
immediate response to threats here and abroad. That these crises are prime 
opportunities for a display of leadership — effectively discerning implementation, 
execution, operating capabilities and competencies, coordination and systems issues 
— is critical to successful low intensity conflict operations. The point is this: the 
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crises in question may be of no immediate or significant threat to US security, in 
which situation no action beyond diplomacy would be necessary. However, if US 
security or national interests are involved, what can or should be done? If a well- 
developed covert action within the intelligence community’s arsenal exists, all kinds 
of possibilities are available. If not, the US has only the options of military or 
diplomatic intervention, which are costly and ineffective respectively; or neglect of 
our security obligations, which is undesirable. 

The likelihood of future decisions will most assuredly be about whether to 
engage or do nothing. Covert action is but one of the tools for policymakers. 
Nevertheless, it may in future low intensity conflicts, be the most decisive. LEC 
must expand its covert action capabilities program. 

Why focus on intelligence? First, there is the utilitarian issue. The argument is 
not quite accurate that there is no point in producing intelligence that will not, or 
possibly may not, be used. There is equally as sound a case for producing ‘pure 
intelligence’ as there is for conducting basic research in science, technology or any 
of the other professional disciplines. The RAND Corporation is an example of how 
an institute bringing together some of the best brains in the country can develop an 
intelligence product, for all we know, possibly superior to what is produced in many 
government agencies.”” However, RAND can not provide the practical information 
policymakers need most — whether Osama bin Laden is in Pakistan, the who, when 
and where of the next terrorists attacks in Iraq, and so on. For these answers and 
more, only secretive government agencies controlling and directing personnel will 
suffice. However, where do the personnel necessary to carryout the intelligence 
work get their training? 

In view of the recent intelligence failures, apparently the training has not been 
available or adequate. Not until this year did the CIA respond and open the sorely 
needed Kent School for new recruits in analysis — changing a two-week orientation, 
and learn as you earn — to a reasonable program.*° There are actually only a handful 
of institutions offering undergraduate and graduate intelligence programs in the US 
including, the Joint Military Intelligence College (restricted to government- 
sponsored candidates), American Military University (on-line program only) and 
Mercyhurst College (the only private campus-based undergraduate program). 
Therefore, it is essential that a series of regional public university intelligence 
programs be developed. 

Just as the nature of warfare has changed, so have the requirements on 
intelligence support operations. The key to successful engagements lies in the 
interconnectivity of strategic and operational objectives with tactical objectives. The 
challenge for contemporary strategists is to make things work and work well. 
Congress (political) or the Pentagon (military) will continue to dictate the strategic 
or operational objectives of the mission, but the practitioners must be allowed to 
exercise latitude to determine the tactical objectives as long as the two objectives 
coincide. Good intelligence is the essential element needed to develop an effective 
plan. Thus, when reducing unknown factors, it’s effectiveness adds value to the 
planning. 
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Beginning with ‘Pearl Harbor’ — and continuing with 1950, Korea; 1964, Korea; 
1964, USS Maddox; 1977, the ‘Halloween Massacre’ whereby 820 staff positions 
were cut from the CIA’s Deputy Directorate of Operations; 1989, Berlin Wall; 1991, 
Invasion of Kuwait; 2001, 9/11, just to name a few — there has been a steady stream 
of stories concerning US intelligence failures. These are stories of failures that 
surround an industry — heavily funded, with sophisticated, well-educated 
management — that is having serious problems producing timely, high-quality, 
consumer-oriented products and services in an efficient manner. Heavy investments 
in automation and new technology-based information systems frequently fail to 
deliver expectations. The American intelligence community just seems to have a 
difficult time conducting operations. Why is it apparently so hard to make things 
work? 

An easy answer could be that American intelligence has not been really challenged 
until recent years; the intelligence community may have grown complacent during the 
Cold War years, even sloppy, concerned only with, and hiding behind a reliance on, 
nuclear deterrence for world order. Many segments of the industry found it convenient 
to concentrate on new technology at the expense of basic, boots-on-the-ground 
reconnaissance. It is the traditional bureaucratic over-reliance on technology that 
needs to be questioned. The policymaker’s bias towards technological advantages 
that are thought of as solutions are often part of the problem. 

The development of reliable, valid Humint — in contrast to a concentration on 
technical intelligence and bureaucratically-oriented strategic planning — has 
suffered from benign neglect in the past decades. This may well be one of the major 
reasons for the sorry performance of many agencies facing demanding and complex 
environments. The reputations of US intelligence agencies have declined 
precipitously in the past same period; after once being thought of as producing 
some of the best intelligence products in the world, many of these same agencies are 
now scrambling to play catch-up. (Discussion of the internal problems of the FBI 
and CIA would be a separate paper in itself.) 

For the most part, the response has been a grab for a quick fix or scapegoat solution. 
Unchallenged and unchanged has been the major paradigm, the worldview of 
organizational leadership established almost a century, based on command and 
control. To be sure, ‘command and control’ has been much softened over the years to 
where empowerment of subordinates and gaining a shared vision has subdued the 
autocracy. Nevertheless, the emphasis on work was and is still second to the concept of 
‘getting along’. The self-aggrandizing, egotistical and political intrigue-oriented 
normally climb the ladder ahead of the competent, reserved and professional. As an 
example, in 1991 US ground forces commander Norman Schwarzkoph tritely 
proclaimed a ‘100-hour’ victory after a short, sharp, surgical campaign. The ‘victory’ 
played so beautifully on prime-time television. However, the proclamation was 
dictated by the general’s need for notoriety versus fact. Real soldiers were still engaged 
in a firefight for their lives. The work itself, in this case war fighting, and the incipient 
intelligence operations involved, got short shrift, of course, as headlines and personal 
fame directed strategic decision making. The costs to America are significant. 
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A partial cost of the decision resulted in maximizing Iraqi casualties during the 
engagement and then, having let Iraq escape half-defeated, to stand by idly while the 
regime slaughtered thousands of their own, in retaliation for a US-encouraged 
insurrection. Now, the US is back finishing work that should have been done right 
the first time. Individuals with tactical/practical experience, formal education and a 
reliable demeanor are those who should be promoted. Leadership needs to focus on 
the work. 

The intelligence system in low intensity operations needs to be properly 
integrated into the new world order. September 11 was the impetus for an awareness 
of world order — or disorder — depending on where you stand. To argue that fighting 
terrorism perpetrated by a handful of Islamic fundamentalists equates to all Muslims 
as potential enemies is absurd. Nevertheless, ideologically-based terrorism that 
includes a religious terrorism is hard to eliminate due to its holding appeal to a wider 
section of the population. If there really is a specifically Islamic challenge to the 
West that repudiates its values, often resorts to violence and appears to be growing in 
strength, then the intelligence system had better adapt. The objective, as described 
in detail above, is to achieve containment by limiting the appeal of the extremists to 
their likely sympathizers, as total elimination is neither practical nor desirable. 

There are a number of identifiable security threats — drug trafficking, terrorism, 
proliferation of WMD - which constitute a ‘clear and present danger’. As long as 
human discontent and/or greed exist, fanatics and killers will be globally recruited. 
By using 9/11 as a reason or casus-belli to target not just the terrorists themselves but 
countries that harbor them, the Bush administration has created a major precedent. 
This does not amount to a foreign policy of carte blanche; but it does mean that the 
US and other Western countries can coerce belligerents and rogue states to crack 
down on terrorists, or take other preemptive action. That’s the new order of things. 

The intelligence community, which has gone into a lamentable decline since the 
Carter administration, is primarily deficient in handling the new world order in 
special operations personnel, linguists and operators/analysts with in-country 
experience due to an over-reliance on technological surveillance. A more effective 
approach to the intelligence challenges would be an amalgam of people and 
technology. The new paradigm for intelligence operations should be: 


+ Strategy 

¢ Individual self-generated motivation 
¢ High core operating competencies 

* A leader-based microculture 


Next consider, The Weinberger Doctrine which provides six ‘tests’ for the 
suitability of engaging in armed conflict regardless of the level of intensity: 


1. Our vital interests must be at stake. 
2. The issues involved are so important for the future of the US and our allies that 
we are prepared to commit enough forces to win. 
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We have clearly defined political and military objectives, which we must secure. 
We have sized our forces to achieve our objectives. 

We have some reasonable assurance of the support of the American people. 
US forces are committed to combat only as a last resort.*! 


Nee 


Add that it would be wise to have a feasible plan for extraction, should things go 
terribly awry. 

There are some philosophical as well as tactical and operational differences 
concerning intelligence operations as opposed to traditional law enforcement action. 
Intelligence is proactive and the skilled intelligence officer is creative, uses initiative 
and does not rely primarily on armed means for survival or executing his mission. 

As an illustration, consider the following consequences extrapolating into a 
modern perspective: 


Often [General William Tecumseh] Sherman’s type of war is misunderstood 
and said to be itself terrorist or inhumane. In that regard, contrasts can be made 
between Robert E. Lee and Sherman. The former, who wrecked his army by 
sending thousands on frontal charges against an entrenched enemy and whose 
family owned slaves, enjoys the reputation of a reluctant, humane knight who 
battled for a cause — states’ rights and the sanctity of Southern soil — other 
than slavery. The latter, who was careful to save his soldiers from annihilation 
and who freed thousands of slaves in Georgia, is too often seen as a murderous 
warrior who fought for a cause — federalism and punishment of treason — 
other than freedom. 


The lesson? By attacking the infrastructure of our enemies and thereby 
saving lives in the long run, we must, as Machiavelli warned, expect not to be 
lauded, but rather caricatured and even despised as cruel. Sherman also had a 
keen sense of sociology. In his view, the rich and landowning class of the 
South had instigated hostilities; yet, more often the poor free whites of the 
Confederacy, who did not own slaves, were dying. In Sherman’s view, it was 
far more humane to attack the property of those responsible for the conflict 
than to end the lives of those who were not. Only that way could the entire 
population learn the wages of supporting a reckless but impotent Confederate 
government.*? 


Field interviews, if properly made and exploited, are a basic source of 
intelligence. Many systems can be devised for the purpose, but the simplest one is 
just to increase opportunities for individual contacts between the citizens and law 
enforcement personnel. Every member of the force and not just the specialists 
should participate in this form of intelligence collection. Training and a sincerity to 
accomplish the mission must be prerequisites for employing and then deploying 
police personnel in more sensitive areas of intelligence collection. 

Bureaucracy can be a powerful weapon in the hands of law enforcement, 
provided it is used with moderation and restraint and never used against a 
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community as a whole but only against a few individuals. As an example, premises 
known to be the location of drug sales can be condemned and/or demolished by a 
wide range of ordinances available to local government. 

A second concern for administrators is how to deal with command and control. 
It is important to make an active and efficient officer out of every member of the 
counterinsurgency forces, regardless of his rank or capacity. Where strict obedience 
to orders is promoted under the standards for traditional law enforcement, individual 
initiative now becomes necessary. Yet, every individual effort must be channeled 
toward the same goal, deviations or honest mistakes kept to a minimum. The 
effective commander must be well -educated, resourceful and have a history of 
willingness to take acceptable risks. He must assign specific tasks to his officers 
every day, patiently brief them on their purposes, outline a way to fulfill them, 
anticipate the difficulties likely to arise and propose a proper solution. Additionally, 
after each mission he must conduct a proper debriefing, listen to suggestions, 
complaints and analyze solutions to better the process in the future.** However, the 
essence of the successful soldier during times of war is different from those during 
times of order and peace. 


All past criteria of merit. . fade when the shooting starts. ..We do not require 
merely A-students with impressive recommendations, but perhaps more often 
scrappers who have been overlooked amid the order and routine of the past — 
the more eager and desperate, the better — who know opportunity and fate are 
not ordained but fleeting and of the moment.** 


Police units must be deployed where the population actually lives and not on 
positions or tasks deemed to possess some presupposed law enforcement value. 
Valuable resources can be spent during the entire war-against-crime in so-called 
strategic positions without contributing anything to the enemy’s defeat. This does 
not mean that special interest projects should not be recognized, for they may in fact 
conceal the enemy, but rather, limited resources should be surgically oriented and 
not wasted in commanding politically correct positions, for in reality these positions 
generally command nothing.* 

Police administrators should take a leadership role in opposing poorly thought- 
out urban policy, for example, in large densely populated areas the resettlement of 
the residents may appear as the best solution for eradication of deeply ingrained 
criminality. However, nobody likes to be uprooted; and the operation is bound to 
antagonize the population at just the critical time authorities are trying to gain their 
trust, support and confidence. While a well-planned, well-funded and well- 
conducted resettlement may ultimately offer the citizens economic and social 
advantages, they will not be either immediate or evenly dispersed. Therefore, 
resettlement should clearly be a last-resort measure, and realized as the deficiencies 
of government in general. A plethora of literature exists surrounding the 
controversial issues of relocation and public housing.*° 

A third consideration should be that LEC operations have the intelligence 
function reinforced by a well-conceived psychological warfare program. Among 
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criminals, as among any group, can be found a variety of thoughts, feelings and 
degrees of commitment to the cause. Treating them as a common bloc will only 
serve to cement their solidarity and create sub-cultural heroes, etc. Throughout the 
campaign, the goal of the counterinsurgent’s psychological warfare should be, on 
the contrary, to divide their ranks, to stir up opposition between the followers and the 
leaders, and to win over dissidents.*’ 


CONCLUSION 


The application of law enforcement resources should parallel the Clauswitzian 
approach to ‘total war’ .** The deployment of counterinsurgent forces must articulate 
a convincing argument to the criminal elements that counterinsurgency personnel 
are there to stay. Not just meaning it, but effectively communicating the forces 
ability and willingness for commitment is crucial. A  well-orchestrated 
psychological operation can exploit and support the forces by letting the residents 
make their own deductions from facts and rumors. Creating by careful selection, 
training and supervision an elite Special Forces type personnel with the can-do 
attitude is necessary for the complicated tasks. A supportive administration, 
committed for the long-term objective of ‘Nothing Less Than Victory’ is essential. 
Finally and possibly most importantly, counterinsurgents must develop a deep and 
sincere appreciation for intelligence and its applicability to current law enforcement 
goals, objectives and strategies. Know thy enemy!*° 
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